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Abstract—Map services, e.g., Google Maps, are gaining pop-
ularity for vehicle navigation. However, map service users have
to provide sensitive information like precise geographic locations
or detailed addresses, which are susceptible to accidental leak-
age or even data mining in the future. We find existing general-
purposed location privacy protection mechanisms (LPPMs) not
effective, when applied to map service on smartphones. This pa-
per presents ShiftRoute, a new LPPM specially designed for map
services on smartphones. ShiftRoute enables smartphone users to
query a route between two endpoints on the map, without revealing
any meaningful location information. The basic idea is to strategi-
cally shift the endpoints to nearby ones, such that: 1) the semantic
meanings encoded in these endpoints (e.g., their addresses) change
much, i.e., location privacy is largely protected; 2) the routes re-
turned by map services change little, i.e., service usability is pre-
served. Specifically, we design a protocol to allow a mobile client
to retrieve point of interests (POIs) close to the original endpoints,
and an algorithm that selects shifted endpoints from these POIs,
that achieves the privacy property of geo-indistinguishability. We
implement an application of ShiftRoute on Android, and conduct
experiments with real traces from a production map service. Ex-
perimental results show that ShiftRoute strikes a good tradeoff
between location privacy and service usability.

Index Terms—Map service, smartphone, location privacy.

I. INTRODUCTION

MAP Services are becoming indispensable on smart-
phones. Google Maps, a popular map App, reported 1

billion users in 2015 [1]. Due to the nice feature like up-to-date
map, traffic report, multiple travel options, etc., map services
on smartphones are gradually replacing dedicated navigation
systems on vehicles as a better option for getting directions.
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Although offering many useful functions, map services also
pose great threats to location privacy at the same time [2]. First
of all, the advance of GPS/WiFi positioning technology allows
map service providers to obtain very accurate locations of their
customers [3]. Moreover, users are often required to provide
sensitive information of where they are from or where they are
going. For example, they should input detailed addresses when
querying a route from a source to a destination. These location
data can reveal a lot of sensitive information of users, including
home address, religious belief, health condition, political view,
etc. [4].

Many location privacy protection mechanisms (LPPMs) have
been proposed these years [5]. However, we find they have
several limitations when applied to map services on smart-
phones. First, approaches based on cloaking [6]–[9] and ob-
fuscation [10], [11] often assume a trusted anonymizer, which
poses a new point of privacy leakage. P2P-based cloaking
approaches [12]–[15] attempt to remove the need of trusted
anonymizers, however, they are not autonomous, i.e., the func-
tioning of them relies on the participation of many users in
the system. Secondly, approaches based on dummies [16]–[18]
let clients generate dummy requests together with real requests.
However, to generate indistinguishable dummy requests, a client
needs to maintain a local database of statistics (e.g., road traf-
fic histories, query statistics), which inevitably incurs a large
storage overhead for smartphones. Finally, space transforma-
tion approaches [19], [20] require modifications of map servers,
thus are not easy to be used in real scenarios. Table I summarizes
the limitations of existing LPPMs.

The above limitations motivate us to propose ShiftRoute,
a new LPPM that can effectively preserve location privacy for
map services on smartphones. The basic idea of ShiftRoute
is illustrated in Fig. 1. Suppose Alice is located at “The Museum
of Modern Art (A)”, and needs directions to “Memorial Sloan
Kettering Cancer Center (B)”. Instead of querying a route A →
B, Alice queries a route from “The Modern Restaurant (C)”
to “The Rockefeller University (D)”. From Fig. 1, we can see
that the route of C → D overlaps a lot with that of A → B, and
can still be used by Alice for directions. The map server only ob-
serves a query from a restaurant to a university, without knowing
that Alice is now at the museum and is going to visit the cancer
center. Note that Alice does not have to contact an anonymizer,
or require other users to cooperate. In addition, she only needs to
send one query consisting of shifted source/destination, without
sending any dummy requests.
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TABLE I
COMPARISONS OF SHIFTROUTE WITH OTHER LPPMS

LPPMs Desired Properties

No Trusted Anonymizer No LBS Modification Autonomous No Local Database

Cloaking [6]–[9], [21] × × × √
Obfuscation [10], [11] × × √ √
P2P Cloaking [12]–[15]

√ × × √
Dummy [17], [18]

√ √ √ ×
Space Transformation [19], [20]

√ × √ √
ShiftRoute (this paper)

√ √ √ √

Fig. 1. An example illustrating the basic idea of ShiftRoute.

As already noted from the above example, ShiftRoute is
based on two key observations:

1) If the endpoints in a route query are geographically close
to the endpoints in another route query, then the two routes
would be quite similar. We will validate this observation
with experimental results in Section II.

2) Even two locations are geographically close, their seman-
tic meanings can be quite different. As seen in the above
example, the cancer center and the university have quite
different semantic meanings.

The key challenge here is how to find shifted endpoints with-
out leaking users’ real endpoints, while still guaranteeing ser-
vice usability. We first dismiss the following straightforward
approaches. (1) The user chooses arbitrary locations near the
real endpoints for shifting. This approach may either fail to
change semantic meanings of endpoints, or shift to endpoints
that are farther than necessary. (2) The user queries map service
to fetch places near the real endpoints. This requires the user to
submit the real endpoints, which directly expose her location.
(3) The user stores an off-line map on her device, and locally
searches the map for shifted endpoints. This approach will in-
evitably impose additional storage overhead on smartphones.
ShiftRoute uses a novel two-stage approach to find shifted

endpoints. In the first stage, the user sends a customized region r
enclosing the real endpoint p to an anonymization server (AS),
which returns a list of POIs that are within region r. In the
second stage, the user strategically selects the shifted endpoints
from these POIs, while ensuring the original endpoints are dis-
tinguishable from nearby POIs. For the first stage, since the user
only sends regions instead of exact locations/addresses to the
AS, the AS does not need to be trusted. In addition, we design
a private POI retrieval method that allows users to only reveal

necessary resolutions of their locations, based on the configured
privacy level. For the second stage, we design a probabilis-
tic endpoint selection method based on the recently proposed
Geo-Indistinguishability model [22], [23]. Using this method,
the expected distance from the original endpoints to the shifted
ones can be minimized, thus the service usability is assured.

In sum, our contribution is three-fold:
1) We propose ShiftRoute, a new LPPM for map ser-

vices on smartphones, featuring: (1) needless of trusted
anonymizer; (2) tunable tradeoff between privacy and us-
ability; (3) fully autonomous (needless of other users’
participation).

2) We implement ShiftRoute as an Android application,
and demonstrate its applicability in real life.

3) We evaluate ShiftRoute with real route queries from
a large production map service, demonstrating that it can
indeed achieve location privacy while maintaining service
usability.

The rest of this paper proceeds as follows. Section II
overviews the basic idea of ShiftRoute. Section III and
Section IV present the detailed design and implementation of
ShiftRoute, respectively. Section V introduces a location
privacy metric, and some simulative analysis. Section VI eval-
uates the location privacy and service usability achieved by
ShiftRoute with experiments. Section VII reviews some re-
lated work, Section VIII discussed some potential issues, and
Section IX concludes the paper.

II. ShiftRoute: AN OVERVIEW

This section presents our key observation of route similar-
ity; after dismissing a strawman approach, we introduce our
approach.

A. Key Observation: Route Similarity

We observe that if two endpoints s and d are sufficiently close
to s∗ and d∗, respectively, then the shortest path from s to d, and
that from s∗ to d∗ will be quite similar. In the following, we use
experiments to validate this observation.

First, we randomly choose a source/destination pairs (s, d),
and query a map service for the shortest route, say r. Here, the
geographical distance between s and d is set to be the averaged
value in our dataset. Then, we replace s with a random location
s∗ which is l meters away from s, and query to get the shortest

Authorized licensed use limited to: Xian Jiaotong University. Downloaded on April 19,2021 at 01:31:44 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG et al.: SHIFTROUTE: ACHIEVING LOCATION PRIVACY FOR MAP SERVICES ON SMARTPHONES 4529

Fig. 2. Similarity of the original route r and the shifted route r∗ for different
values of l. The error bars indicate standard deviations.

route, say r∗. Here the queries are made through a public route
query API from a production map service. The similarity of
routes r and r∗ is calculated by:

Similarity(r, r∗) = ||r ∩ r∗||/max(||r||, ||r∗||)
Here, r ∩ r∗ is the set of common road segments in r and r∗,
||r|| is defined as the total length of road segments in r.

Fig. 2 shows the route similarity for different values of l.
Note each point is averaged over 20 queries, and the error bars
indicate standard deviations.

B. Strawman Approach

Based on the above observation, it is natural that shifting
the endpoints to nearby locations can protect location privacy.
Consider the strawman approach where the client can simply
picks random points around the original endpoints as shifted
endpoints. This approach, however, may either break location
privacy or degrade service usability. For example, suppose the
source s falls in a large area belonging to a specific POI, say
a university. Then, we should not make the shifted endpoint
s∗ too close to s, since s∗ may still fall within that POI, thus
not effectively hiding the semantic meaning of s. On the other
hand, we should not make s∗ always too far from s either, since
s may fall in a small area (e.g., a coffee shop) and a far-away
s∗ will unnecessarily degrade the usability of the shifted route.
Thus, to make a better tradeoff between location privacy and
user usability, the endpoint shifting method should be aware of
the POI distribution. In the next section, we will show how to
design such a method.

C. Our Approach

As noted in Section II-B, randomly shifting endpoints ag-
nostic of POI distribution can either break privacy or degrade
service usability. The basic idea of ShiftRoute to address
this problem is shifting the endpoints to POIs (instead of ran-
dom locations), in order to guarantee the shifted source s∗ is
always associated with a different POI than the original one.
At the same time, ShiftRoute allows the user configure the
number of candidate POIs that are used for shifting, so as to
maintain the specified level of route usability.

At the highest level, ShiftRoute consists of two stages,
i.e., Private POI Retrieval and Private Endpoint Selection. In

the following, we will specify the task and outline the challenges
for these two stages, respectively.

Stage 1. Private POI Retrieval: In this stage, the client
retrieves two sets of POIs that are close to the original
source/destination, respectively. Alternatively, the client can
download the whole map from the map service provider, and can
locally search for the POIs. However, this may incur prohibitive
storage and bandwidth cost for smartphones due to large map
size and POI updates. In ShiftRoute, we let clients interact
with an external Anonymization Server (AS) to privately re-
trieve POIs. Specifically, the AS partitions the map into grids,
with each grid containing a set of POIs. Then, the client sub-
mits the grids that the endpoints fall in, and the AS returns all
POIs within that grid. Indeed, from the grids submitted by users,
the AS can still learn the neighborhood of users. However, this
coarse location is not very useful since a pair of geographi-
cally close POIs may have very different semantic meanings, as
already illustrated in Fig. 1.

Stage 2. Private Endpoint Selection: In this stage, the
client selects two POIs from the two sets as the shifted
source/destination. For this stage, we will give a baseline ap-
proach where a shifted endpoint is uniformly chosen from all
retrieved POIs. This approach is very simple to implement,
while it does not take the service usability into consideration.
As a result, the chosen endpoint may not be the nearest one
that satisfies the privacy constraint, and the returned routes are
suboptimal in terms of usability. Inspired by the notion of Geo-
Indistinguishability [22], we propose a new strategy for shifted
endpoint selection. This strategy can guarantee location privacy
while minimizing the expected distance of shifted endpoints to
original ones. We will use both simulations and experiments to
demonstrate the advantage of this approach over simple uniform
selection.

Fig. 3 shows the high-level message flow of ShiftRoute,
where (1)–(3) corresponds to the POI retrieval stage, and (4) is
the endpoint selection stage. In the following, we will present
the design details of these two stages.

III. DESIGN DETAILS

In this section, we will present the design of ShiftRoute,
which has two stages: the private POI retrieval stage, and the
private endpoint selection stage.

A. The Private POI Retrieval Stage

In the grid-based private POI retrieval stage, the client re-
trieves candidate POIs by interacting with the anonymization
server (AS). We first study how the AS constructs the grid-
to-POI mapping, in prior to the client-side POI retrieval. The
straightforward way is to assign a POI to a grid that geographi-
cally encloses it. However, this will result in that given a location
p inside the grid g, the corresponding POIs of g are not nec-
essarily the nearest ones for p. Take Fig. 4(a) for example. If
the client needs to retrieve POIs near the location p, then she
will query the AS with the top-left grid (A1), and the AS will
return POIs numbered 1 through 4. However, the four nearest
neighbors of p are actually 3, 4, 5, 6. Selecting from non-nearest
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Fig. 3. The high-level message flow of ShiftRoute. ©1 The client determines the grids Gs and Gd , which the source s and the destination d fall in,
respectively. ©2 The client sends the identifiers of Gs and Gd to the AS. ©3 The AS returns Ls and Ld , two sets of POIs falling inside Gs and Gd , respectively. ©4

The client selects two POIs s� ∈ Ls and d� ∈ Ld , ©5 The client queries the map server for the route from s� to d� . ©6 The map server returns a route s� → d�

to the client. ©1 –©3 correspond to the private POI retrieval stage, ©4 corresponds to the private endpoint selection stage, and ©5 –©6 are standard route queries.

Fig. 4. An example for superimposing Voronoi diagram on top of grids.

neighbors will potentially cause the client to shift p to POIs that
are farther away.

Inspired by [20], we superimpose Voronoi diagram [24] on
top of grids. A Voronoi diagram (or V-diagram for short) is com-
posed of Voronoi cells (or V-cells for short), each corresponding
to a point centered at it. A nice property of V-diagram is that
given a V-cell v of point p, the nearest neighbor for any point
inside v is p. For example, Fig. 4(b) shows the V-diagram of
Fig. 4(a). With the V-diagram, we can define the nearest neigh-
bors for a grid as follows: the nearest neighbors for a grid are
those POIs whose V-cells are inside or intersecting with the
grid. Taking Fig. 4(b) for an example, the nearest neighbors for
top-left grid A1 are POIs numbered 1 through 7.

To speed up the POI retrieval process, the AS constructs
a table to record all internal or intersecting V-cells for each
grid. We term this table as the Grid V-cell Table (GVT). In the
following, we show how to efficiently construct the GVT.

GVT Construction: The naive way to construct GVT, as
adopted by [20], is to iterate over all POIs, and for each POI,
determine whether its V-cell is inside or intersecting with each
GVT. Clearly, this method has a complexity of O(mn), where
m and n is the number of grids and POIs, respectively. Even
the construction of GVT can be done offline, this naive method
may be very inefficient considering the large number of grids
and POIs on a real map.

To make this construction of GVT more efficient, we propose
a new method which has a complexity of O(n log m). The basic
idea is divide-and-conquer: we recursively divide the map into
four sub-grids, assigns V-cells to these sub-grids in each recur-
sion. This details are summarized as Algorithm III-A, where
the recursive function ConstructGVT takes a grid G and its
V-cells set V as the input. First, SplitGrid splits the grid G
into four sub-grids G1 through G4 (Line 1), and initializes the

V-cell set for each sub-grid as empty (Line 2). In each iteration,
a V-cell v is chosen from V (Line 4), and there are two possibil-
ities for a V-cell v and a sub-grid Gi : (1) v is inside Gi , then v is
assigned to the V-cell set of Gi (Line 6–7); (2) v intersects with
Gi , then the function SplitVcell partitions v into two parts:
vin , the part overlapping with the Gi , and vout , the remaining
part not overlapping with Gi (Line 9). vin is assigned to Gi ,
while vout is put back to V (Line 10). When V becomes empty,
the algorithm adds all the four sub-grids into the GVT (Line 15).
If a sub-grid Gi is above a threshold (meaning it can be further
partitioned), the algorithm recursively calls ConstructGVT
for Gi and Vi (Line 17).

Since the depth of recursion is log4 m, and for each re-
cursion, the algorithm iterates over the n POIs exactly once,
Algorithm III-A has a computation complexity of O(n log m).
We will evaluate the performance of Algorithm III-A numeri-
cally in Section VI-F.

POI Retrieval: When retrieving POIs, we allow a user to
specify a privacy parameter Th, through which a user can per-
sonalize her protection level. Our POI retrieval aims to achieve

Authorized licensed use limited to: Xian Jiaotong University. Downloaded on April 19,2021 at 01:31:44 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG et al.: SHIFTROUTE: ACHIEVING LOCATION PRIVACY FOR MAP SERVICES ON SMARTPHONES 4531

the privacy constraint: the grid that user specifies to the AS
should always contain more than Th POIs, such that the AS
cannot distinguish which POI the real endpoint is associate
with. Clearly, specifying a sufficiently large grid will always
satisfy the condition. However, this will result in poor usability
since the shifted endpoints can be too far away from the original
ones.

Here, we propose an approach to enable a client to determine
the smallest grid that satisfies her privacy constraint. We orga-
nize the GVT as a quad-tree, where each layer corresponds to a
different resolution, i.e., grid size. Algorithm III-A summarizes
the POI retrieval process. Suppose the client needs to retrieve
nearby POIs for an endpoint p, with privacy parameter Th. The
client starts from the first layer, i.e., level = 1 (Line 1). For
each level, the client calls GetGrid to determine grid at layer
level and sub − grid at layer level + 1, both of which contain
the endpoint p (Line 3-4). Then, the client calls GetPOICount
to query the AS about the number of POIs in the four sub-grids
of grid (Line 5). If the sub − grid has less than Th POIs, then
the client calls GetPOIs(grid) to query all POIs inside grid
(Line 6–8); otherwise, the client increments the level by one
and continues the above process (Line 9).

Since the map is recursively partitioned into four grids, the
client can locally evaluate GetGrid. The other two func-
tions GetPOICount and GetPOIs are evaluated by the AS.
In the current implementation, the grid identifier is a tuple
〈lat, lon, level〉, where lat, lon are the latitude and longitude
of the gird’s top-left corner, and level is the level of the grid.

Fig. 5 further illustrates the POI retrieval process, with the
left side showing the quad-tree of grids, each of which is labeled
with number of POIs in them. The client would first query the
AS for the level-1 grid with 195 POIs, and find the sub-grid
containing p has 45 POIs. Thus, the client moves one level
down and chooses the level-2 grid with 45 POIs. Even though
one sub-grid has only 4 POIs, the sub-grid containing p still has
16 POIs. Thus, the client moves on to level-3. This time the
sub-grid has only 3 POIs, thus the client stops and queries the
AS for the 16 POIs in the level-3 grid.

Note the above quad-tree based method is similar to
R-Trees [25], an indexing method for geographical databases.

Fig. 5. An example illustrating the private POI retrieval process in
ShiftRoute. The real endpoint p is marked as a blue circle on the left
sub-figure.

The difference is that nodes in our quad-tree store all POIs
within the corresponding grids, while nodes in R-Trees store
different sizes of rectangle areas. In addition, the searching of
the quad-tree is also different: our approach allows clients to
probe for the right resolution of grids for querying.

B. The Private Endpoint Selection Stage

After collecting a bunch of POIs around both the source and
destination, the client should select a pair of them as the shifted
endpoints for query. In the following, we will discuss some POI
selection strategies that respect both privacy and usability.

Uniform Selection: This is the simplest selection method,
where all POIs are chosen with a uniform probability. Formally,
let x be the original endpoint to query, and Gt(x) be the grid
that x falls in given the threshold value Th = t. Let V (g) be the
set of all POIs whose V-cells fall in or intersect with grid g. For
simplicity, define P t(x) = V (Gt(x)) as the set of all candidate
POIs that can be selected for shifting. Then, we can uniformly
select a POI y with probability 1/|P t(x)|, if y ∈ P t(x), and 0
otherwise.

Uniform selection is simple and effective: it can guarantee that
the original endpoint x is not distinguishable from any other
POI within P t(x). However, uniform selection suffers from
suboptimal performance in terms of route usability. The reason
is it does not take the distance between x and y into account,
which is a critical factor for the usability of shifted route. In
this following, we present a novel selection strategy which can
significantly improve route usability while only sacrificing a
little privacy.

Differential-Private Selection: The selection strategy is based
on Geo-Indistinguishability [22], a new notion of location pri-
vacy inspired by the differential privacy in database. Here, we
simply refer to Geo-Indistinguishability as Differential Location
Privacy (DLP). The privacy level of DLP is controlled by a sin-
gle parameter ε: the smaller ε is set, the better location privacy
is protected. Specifically, an LPPM is modelled as a proba-
bilistic function that given a real location, outputs an observed
location. Then, for two different locations x and x′, the LPPM
should produce two different probability distributions over all
possible observations. The LPPM is said to satisfy DLP with pa-
rameter ε if the difference of these two probability distributions
is no larger than εd(x, x′), where d(x, x′) is the geographical
distance between x and x′.
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In our setting, let f
(t,ε)
x (y) be the probability of choosing y

as the shifted POI for x, given the threshold value t and DLP
parameter ε, and let X be the set of POIs inside the grid Gt(x) .
Then, we require the selection strategy f (t,ε) should satisfy the
following constraint:

f (t,ε)
x (y) ≤ eεd(x,x ′)f

(t,ε)
x ′ (y), ∀x, x′ ∈ X , y ∈ P t(x) (1)

Finding a selection strategy satisfying the above constraint
can be formalized as the following optimization problem:

min maxx∈X
∑

y∈P t (x)
f (t,ε)

x (y)d(x, y)

s.t. f (t,ε)
x (y) ≤ eεd(x,x ′)f

(t,ε)
x ′ (y); ∀x, x′ ∈ X ,∀y ∈ P t(x)

∑
y∈P t (x)

f (t,ε)
x (y) = 1; ∀x ∈ X

f (t,ε)
x (y) ≥ 0; ∀x ∈ X ,∀y ∈ P t(x) (2)

The above optimization problem is inspired by [23], where
the objective is to minimize the expected distance from the orig-
inal endpoint to the shifted one. The difference is that we are
minimizing the maximum distance between the original and
shifted endpoints. In this way, we can prevent the shifted end-
points from deviating too far away from the original ones. For
the route query function of map services, this can better guaran-
tee the usability of returned routes, compared with minimizing
the expected distances as in [23]. The nonlinear problem (2) can
be easily transformed into a linear program whose objective is
min t, and whose constraints include those in (2) and an extra
constraint

∑
y∈P t (x) f

(t,ε)
x (y)d(x, y) ≤ t; ∀x ∈ X .

As the above linear program involves O(|X |2|P t(x)|) con-
straints, solving it at the client side is clearly inefficient. To
address this issue, ShiftRoute lets the AS solve the above
problem and return results (a probability distribution f

(t,ε)
x for

each x ∈ X ) to the client. Suppose the client’s real endpoint is
x0, then she will choose the shifted endpoint y0 with probability
f

(t,ε)
x0 (y0). Note here the AS does not know the user’ real end-

point x0, and thus location privacy is preserved. To prevent the
AS from intentionally returning invalid f

(t,ε)
x in order to expose

the user, the client should check whether f
(t,ε)
x satisfies (1) for

each x ∈ X .

IV. IMPLEMENTATION AND CASE STUDY

In this section, we will first give the implementation of
ShiftRoute, and then present a case study based on the im-
plementation.

A. Implementation

As shown in Fig. 6, our prototype implementation of
ShiftRoute consists of an anonymization server (AS) and
a mobile application (App).

Anonymization Server (AS): The AS is implemented with
Python, exposing a REST API for the App. The core components
include the GVT constructor and the DLP solver. The GVT con-
structor first computes the Voronoi diagram (V-diagram) from
raw POI data that we collected, using the python version of

Fig. 6. System architecture, shaded parts belong to ShiftRoute.

Fig. 7. Screenshot of the ShiftRoute App.

Fortune’s sweep line algorithm [26], [27]. The complexity of
this algorithm is O(n log n), where n is the number of all POIs.
Then, based on the V-diagram, the GVT is constructed using
Algorithm III-A (see Section III-A). The DLP solver calculates
the selection probability distribution for each grid, by solving
the linear program (see Section III-B) with the Matlab opti-
mization toolbox. Note that the calculation is offline, and the
probability distributions are stored in the GVT for satisfying
user queries.

Mobile Application (App): The App is implemented as an
Android application (version 4.4), using the map SDK released
by Amap [28], the second largest map service provider in China.
The core components include: (1) the POI retrieval module
which interacts with AS to retrieve candidate POIs, according
to Algorithm III-A; (2) the endpoint selection module which
selects shifted endpoints from the candidate POIs, with either
uniform or DLP selection strategy; (3) the map SDK which
issues route queries and displays the returned routes on the
user interface. Note that we only invoke the route query API in
the map SDK, while disabling it to access the device’s current
locations.

B. Case Study

We continue to test the implementation of ShiftRoute
with a real case. In this case, we set Th = 6, and search a route
between two endpoints in the city of Beijing. Fig. 7 shows the
screenshot of App, where the blue bubbles represent the original
source and destination, and the pink circles are POIs retrieved
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TABLE II
SERVICE USABILITY FOR THE CASE OF FIG. 7

Selection Endpoint Route
Strategy Deviation (m) Deviation (m)

Source Destination By car By bus By foot

Uniform 177.8 181.5 −1027.5 −2289.0 256.7
DLP (ε = 0) 118.9 171.3 −778.0 −2179.1 251.9
DLP (ε = 1) 107.0 170.9 −903.5 −2484.2 207.3

from the AS. We can see that there are 11 and 10 POIs for the
source and destination, respectively. The POIs selected as the
shifted source/destination, and the route between them are also
shown.

We use two selection strategies, i.e., uniform selection, DLP
selection with ε = 0 and ε = 1. For each strategy, we run the
search for 100 times, with travel options set to “by car”, “by
bus”, or “by foot”. Table II reports (1) the endpoint deviation,
defined as the distance from the original endpoint to shifted
endpoint, and (2) the route deviation, defined as the distance of
shifted route minus that of the original route.

From Table II, we can observe that DLP selection has a
smaller endpoint deviation compared with uniform selection. In-
creasing the parameter ε can further make the deviation smaller,
but the improvement is not significant. An interesting observa-
tion is that the shifted routes are even shorter than the original
ones for both “by car” and “by bus”. The results are due to
this specific setting, where most neighboring POIs of the source
are closer to the destination than the source itself, for routes of
“by car” and “by bus”, as can be seen in bottom-right corner of
Fig. 7). On the other hand, when traveling “by foot”, the shifted
route is slightly longer than the original one, but the difference
becomes smaller with the increase of ε. The reason is that the
routes for “by foot” have few road restrictions compared with
the other two travel options, and highly depend on the Euclidean
distances from the sources to destinations.

From this case, we can draw a conclusion that DLP selec-
tion strategy can achieve a better service usability than the uni-
form selection strategy, in terms of endpoint deviation. There
is, however, no necessary connection between selection strategy
and route deviation, which depends on the relative position of
original endpoints and POIs, as well as the travel options.

V. MODEL AND ANALYSIS

In this section, we first present a location privacy metric, and
then use simulation to analyze the impact of endpoint selection
strategies on location privacy and service usability.

A. Location Privacy Metric

This section defines a location privacy metric by adapting the
model introduced in [29], where the authors study how to maxi-
mize the location privacy subject to service usability constraints.
Here, we are only interested in quantifying the achievable lo-
cation privacy, and as will be shown later, our location privacy
metric has a simpler form than that in [29].

Let ϕ(r) be the prior probability that the user chooses r as an
endpoint in the route query. Define f(r′|r) as the probability that
given the real endpoint is r, the shifted endpoint is r′. Similarly,
define Pr(r|r′) as the posterior probability that given the shifted
endpoint is r′, the real endpoint is r. Then, we have:

Pr(r|r′) =
Pr(r, r′)
Pr(r′)

=
f(r′|r)ϕ(r)∑

r ∗ f(r′|r∗)φ(r∗)
(3)

Let r̂ be the endpoint that is guessed by the adversary on ob-
serving r′. Suppose the shifted endpoint is r′, and the adversary
always chooses the optimal r̂ that minimizes the user’s location
privacy. Thus, the user’s privacy given the shifted endpoint is r′

can be calculated as:

min
r̂

∑

r

Pr(r|r′)dp(r, r̂) (4)

Here, dp(r, r̂) denotes the semantic distance between the
guessed endpoint r̂ and the real endpoint r. A simple definition
for dp(r, r̂) is dp(r, r̂) = 0 if r̂ = r, or 1 otherwise. Averaging
over all possible r′, the location privacy that can achieved by
ShiftRoute is then:

LP (f, dp , ϕ) =
∑

r ′
Pr(r′)min

r̂

∑

r

Pr(r|r′)dp(r, r̂) (5)

Suppose dp(r, r̂) is non-zero only when r̂ �= r, we further
reduce (5) as follows:

LP (f, dp , ϕ) =
∑

r ′
Pr(r′)min

r̂

∑

r �= r̂

Pr(r|r′)

=
∑

r ′
Pr(r′)min

r̂
(1 − Pr(r̂|r′))

=
∑

r ′
Pr(r′)(1 − max

r
Pr (r|r′))

= 1 −
∑

r ′
max

r
f (r′|r)ϕ(r) (6)

(6) is simpler and more intuitive compared with the equation
given in [29]. The sum on the right of (6) corresponds to the
adversary’s advantage or success probability. We can see that to
maximize its advantage, the adversary tries to find the endpoint
r that is mostly likely to be shifted to the observation r′. The
location privacy of the user is then one minus the adversary’s
advantage.

Let the total number of endpoints be n, then it is easy to
verify that 0 ≤ LP (f, dp , ϕ) ≤ 1 − 1/n. By letting f(r′|r) =
1 when r′ = r, and 0 otherwise (stands for no protection at
all), we have LP (f, dp , ϕ) = 0. By letting f(r′|r) = 1/n for
all r and r′ (stands for uniformly random selection), we have
LP (f, dp , ϕ) = 1 − 1/n.

B. Simulative Results

In the following, we use simulation to analyze the location
privacy and service usability achieved by the two endpoint se-
lection strategies, i.e., uniform and DLP. In Section VI-E, we
will further compare these two strategies based on real datasets.
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Fig. 8. Simulative results on location privacy and service usability, when the
uniform and DLP endpoint selection strategies are used. n and m are the number
of POIs and V-cells in the unit square. n is set to 10, 15, and m = n + 5. Note
the unit for distance in (b) is 1 since we use a unit square. (a) Location Privacy
(n = 10, 15). (b) Service Usability (n = 10).

First, we generate a unit square as the map, and randomly
generate n points inside it as POIs. To simulate V-cells, we gen-
erate another m − n random points inside the square. Then, we
solve the DLP selection probabilities, and calculate the location
privacy using the metric defined by (6). For service usability,
we use the Euclidean distance between the shifted and original
endpoints.

Fig. 8(a) reports the location privacy calculated with (6). n is
set to 10 and 15 (m is set to n + 5). We can see that the uniform
and the DLP strategy (ε = 0) achieves roughly the same location
privacy, and the location privacy drops for DLP selection when
ε becomes larger. Specifically, for n = 10, the optimal value
for privacy is 0.9, which is achieved by the uniform strategy,
and the privacy achieved by DLP is very close to 0.9 when
ε = 0 or ε = 0.1. Fig. 8(b) shows the service usability in terms
of distance between the shifted and original endpoints when
n = 10. We can see that DLP (even for ε = 0) achieves a much
smaller distance than uniform selection. The above results imply
that DLP selection strikes a better tradeoff between privacy and
usability than the uniform selection. Results based on real data
sets in Section VI-E confirm this point.

C. Privacy Analysis

When a user only queries a specific route once, it is hard for
the adversary to guess the real endpoints. However, when she
queries routes between two endpoints multiple times (e.g., she
may travel from home to work on a daily basis), the adversary
may launch two attacks: frequency analysis and intersection at-
tack. In the following, we show how ShiftRoute can defend
against these two attacks.

Frequency analysis: In this attack, the adversary counts the
number of times each shifted endpoint is observed. After col-
lecting a sufficient number of shifted endpoints, the adversary
guesses the endpoint with the highest frequency as the real end-
point. This attack cannot be totally prevented unless the uniform
selection strategy is used. However, by employing differential
location privacy (DLP) [22], [23], we can make the success prob-
ability small. According to (1), the probability of distinguishing
whether x or x′ are the real endpoint is bounded by εd(x, x′).
Thus, we can make the success probability of frequency analysis
arbitrarily close to that can be achieved by uniform selection,
by choosing sufficiently small ε.

Intersection attack: For each observed shifted endpoint, the
adversary draws a circle whose center is the shifted endpoint and

TABLE III
DATASET DESCRIPTION

Map Size # of POIs # of queries

Beijing 16 km ∗ 17 km 14,607 367,194
Xi’an 4 km ∗ 3 km 828 131,989

Fig. 9. Number of queries for each POI in the two cities. The POI IDs are
sorted in descending order of # queries. (a) Beijing. (b) Xi’an.

whose radius is the privacy threshold. When there are multiple
shifted endpoints, the adversary guesses POIs within the inter-
section of these circles as the real endpoint. This attack does
not work since ShiftRoute chooses POIs that are within the
same grid of the real endpoint, rather than in a circular area
centered at the real endpoint. Thus, for the same endpoint e, it
is always shifted to the same set of POIs (those corresponding
to the V-cells of the grid enclosing e).

VI. EVALUATION

We have presented simulative results on the endpoint selec-
tion strategies in Section V-B. This section continues to evalu-
ate the overall performance of ShiftRoute with experiments
based on real traces. The major metrics we consider include
location privacy, service usability, and computation cost.

A. Dataset

Our dataset consists of two parts. The first part includes the
route query logs from one of the largest map service providers
in China. The logs contain over 3 million route queries made
by users across the country, from 20 May to 6 Aug, 2013. We
select the queries falling inside two large cities in China, i.e.,
Beijing and Xi’an. Specifically, we choose a rectangle area in
each city, with one of size 16 km ∗ 17 km and the other of size
4 km ∗ 3 km. The second part of our dataset includes the POIs
within these two rectangle areas. We crawled these POIs using
the public map API from the same map service provider. The
detailed description of the dataset is given in Table III. In order to
obtain POIs’ querying frequencies, we map both the endpoints
of each route query in the query logs to their nearest POIs. Fig. 9
reports the number of queries mapped to each POI, in log-log
coordinates. We can see that the distributions roughly conform
to the Zipf’s law [30].

B. GVT Construction and POI Retrieval

We first examine the effectiveness of GVT construction spec-
ified in Algorithm III-A. Fig. 10(a) shows the V-diagram for the
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Fig. 10. The Vononoi diagram for the city of Beijing. (a) is the full diagram,
and (b) is the zoom-in of the left bottom corner. (a) Full. (b) Small.

Fig. 11. Number of POIs per grid for different levels in the GVT.

Fig. 12. Number of POIs in the gird specified by the user, for thresholds of
T h = 4, 5, 6, 7. (a) Beijing. (b) Xi’an.

rectangle area of Beijing, and Fig. 10(b) is the zoom-in of the
left-bottom corner of Fig. 10(a). The GVT for each city consists
of 6 layers of grids, and Fig. 11 shows the average number of
POIs associated with a grid for each layer.

Then, we evaluate the effectiveness of POI retrieval specified
in Algorithm III-A. Recall that a user who is retrieving POIs
near an endpoint p first specifies a parameter Th, and then uses
Algorithm III-A to determine the smallest grid that contains p
and no less than Th POIs. Here we are interested in how many
POIs are in the grid specified by the user, and whether this
number is always larger than the parameter Th. Fig. 12 reports
the cumulative distribution for the number of POIs contained
in a chosen grid, for Th ranging from 4 to 7. We can see that
for both cities, the number of POIs is strictly larger than Th,
concentrating in a relatively small range.

C. Location Privacy

In this experiment, we will evaluate the level of location
privacy provided by ShiftRoute, using the location privacy
metric specified by (6). First, we need to determine the prior
distribution of POIs, i.e., ϕ(p). Here, we approximate it using
the query frequency of POIs, according to the route query logs.
Specifically, let P be the set of all POIs within the area we
consider (e.g., a city). For a POI p ∈ P , let N(p) be the number

Fig. 13. The location privacy achieved by ShiftRoute for different values
of T h and ε. (a) Beijing, Privacy vs. Th. (b) Xi’an, Privacy vs. Th. (c) Beijing,
Privacy vs. ε. (d) Xi’an, Privacy vs. ε.

of queries whose sources or destinations are mapped to p. Then,
we calculate ϕ(p) = N(p)/

∑
p ′∈P N(p′).

Fig. 13 reports the level of location privacy for different values
of Th and ε. We can observe the privacy level is higher using
uniform selection than using DLP selection, while the differ-
ence is not significant. In addition, the privacy level improves
with the increase of threshold value Th. For DLP selection, the
increase of ε will result in a lower level of location privacy. The
above results echo our simulative analysis in Section V-B.

D. Service Usability

ShiftRoute inevitably degrades the service usability due
to the usage of shifted endpoints for route query. To quantify
the degradation of service usability, we define the following two
metrics:

1) Endpoint Deviation: Deve = ||e, e∗||, defined as the short-
est path from the original endpoint e to shifted endpoint
e∗, where the endpoint e can be either a source or a des-
tination. This metric reflects how convenient it is to find
the shifted source when departing, and find the original
destination when arrived.

2) Route Deviation: Inc = (||s∗, d∗|| − ||s, d||)+ , defined as
the increased distance of the shifted route (from s∗ to d∗),
compared with the original one (from s to d). Here, a+

equals zero if a < 0, or a if a ≥ 0. If Inc is large, it will
consume the user more time on the road, which clearly
degrades service usability.

Note that endpoint or route deviation may not always reflect
the real degradation of service usability. For example, for roads
that are one-way, a small deviation may result in a rather differ-
ent route. Also, even two route have roughly the same length,
they may also be very different. We adopt the above two metrics
as we are not aware of any better ones proposed in previous
work to evaluate the usability of a shifted route.

Fig. 14 reports the above metrics achieved by ShiftRoute,
for different values of Th and ε. We can observe that the endpoint

Authorized licensed use limited to: Xian Jiaotong University. Downloaded on April 19,2021 at 01:31:44 UTC from IEEE Xplore.  Restrictions apply. 



4536 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 67, NO. 5, MAY 2018

Fig. 14. The service usability achieved by ShiftRoute for different val-
ues of T h and ε. (a) Beijing, Usability vs. Th. (b) Xi’an, Usability vs. Th.
(c) Beijing, Usability vs. ε. (d) Xi’an, Usability vs. ε.

Fig. 15. Comparison of uniform selection and DLP selection, in terms of
location privacy and service usability. (a) Privacy. (b) Accuracy (T h = 5).

deviation improves with the decrease of Th and the increase of
ε, while there is no strong relationship between route deviation
and these two parameters. The reason is that both Th and ε
control how far away the endpoints can be shifted, and thus
directly affect the endpoint deviation. However, even the shifted
endpoints are far from the original ones, the shifted route may
be shorter than the original ones, which has already be seen in
Fig. 7.

E. Uniform or DLP?

This experiment will quantitatively compare two endpoint se-
lection strategies, i.e., uniform and DLP. We consider one city
and set the parameter ε for DLP to 0. Fig. 15 reports the level lo-
cation privacy and service usability when using these two strate-
gies. Form Fig. 15(a), we can observe that these two strategies
achieve similar location privacy: above 0.9 for Th ∈ [4, 7]. On
the other hand, DLP selection achieves a much smaller endpoint
deviation than uniform selection, as shown in Fig. 15(b).

F. Computation Cost

In this experiment, we evaluate the computation cost of the
AS (Anonymization Server). We run the AS (implemented with
Python) on a Windows desktop with 3.2 GH Intel I5 processor
and 8 GB DDR3 RAM.

Fig. 16. Computation cost of the GTV constructor and DLP solver in
ShiftRoute. (a) The GVT Constructor. (b) The DLP Solver.

Fig. 16(a) reports the time consumed by the GVT constructor
for the city of Beijing. Two lines correspond to the time of gener-
ating the V-diagram and constructing the GVT, respectively. We
can see that these two lines grow almost at the same rate. This
is because the complexity of these two processes are roughly
the same: Fortune’s sweep line algorithm [26] for generating
V-diagram has a complexity of O(n log n), and Algorithm III-
A for constructing GVT has a complexity of O(n log m), where
n is the number of POIs the m is the number of grids.

Fig. 16(b) reports the computation time cost by the DLP solver
for different values of n and m, where n and m are the number
of POIs and V-cells in a grid, respectively. We can see that
when there are 20 POIs and 30 V-cells, the computation time is
around 12 seconds, which is clearly infeasible if the AS performs
the computation online. For this reason, we pre-compute the
selection probabilities for all grids and typical values of ε ∈
{0, 1, 2, . . . , 20}, so that the AS can answer user queries with
simple table lookup.

VII. RELATED WORK

There are many Location Privacy Protection Mechanisms
(LPPMs), and we roughly classify them into four categories.

Cloaking: The cloaking-based approaches aim to provide lo-
cation k-anonymity [6], a variant of classic k-anonymity [21]. It
requires that any query sent by a user cannot be distinguishable
from another k − 1 users.

Casper [7] and CliqueCloak [8] allow users to personalize
their requirements on location precision and query delay. Pri-
vacyGrid [9] introduced location l-diversity as a complement
of location k-anonymity. A problem with cloaking is that users
must trust a centralized anonymizer. To address this issue, some
P2P cloaking approaches [12]–[15] are proposed.

All cloaking approaches are designed for general LBSes like
finding nearest POIs, while ill-suited for map services since
commercial LBSes only accept locations rather than “cloaked
regions”.

Obfuscation: Ardagna et al. [10] proposed some obfuscation
operators to transform locations into circular areas, so that LBS
servers cannot identify a user’s exact location. The obfuscation
operators include enlarge and reduce the radius of the cir-
cle, and shift the center of the circle. In contrast to the above
obfuscation method for the Cartesian plane, Duckham et al. [11]
studied the obfuscation of road networks, where locations are
modeled as vertices, and proximity of location are modeled as
edges. Just as the cloaking approaches, these obfuscation-based
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approached also assumed that LBS servers could process the
input of areas or regions, which is not the case for real life.

Dummy: With dummy-based approaches, users send multi-
ple dummy queries in order to cover the real queries [16]. In
SybilQuery [17], when a user is sending a query, another k − 1
dummy queries are sent as well. To generate dummy queries,
the user first specifies her start and destination before trip, and
then consults a database recording the regional traffic histories.
Dummy-Location Selection (DLS [18]) uses entropy as the pri-
vacy metric, and tries to spread the dummy locations as far as
possible while maintaining the entropy. Similarly, DLS also re-
quires mobile clients to store query statistics, in order to generate
reasonable dummies. Lee et al. [31] proposed a dummy-based
approach for route query services. When a user queries a route
from s to t, she sends two sets S and T satisfying s ∈ S and
t ∈ T to the map server, which returns the route for every start-
destination pair. To reduce overhead, the authors designed an
algorithm that could calculate shortest paths between two sets
of locations. However, this required modification at the server
side, and thus could not function with existing map services.

Space Transformation: In space transformation approaches,
users transform the original space into another encoded one,
and construct queries in the encoded space. Then, the LBS
server evaluates user queries in the encoded space, and the user
decodes the results to obtain the corresponding locations in the
original space. For example, Khoshgozaran and Shahabi [19]
used Hilbert space filling as the one-way transform function.
Ghinita et al. [20] applied the technique of Private Information
Retrieval (PIR) to enable users privately retrieve the k-nearest
neighbors (kNN). Though pace transformation approaches are
powerful tools for location query anonymization, they are only
limited in functionalities (i.e., kNN search), and cannot be used
for map services.

False Locations: Approaches like SpaceTwist [32] and Cover
Location [33] let users send fake locations instead of real ones
to the LBS server, and construct the right answers based on the
results returned by the server. Similarly, Cover Location [33]
also enables a user to retrieve nearby POIs by sending multiple
fake queries. The advantage of the above two approaches is that
they can be easily integrated with existing LBSes. However,
to construct the true results, users often need to continuously
interact with or send multiple queries to location servers, thus
resulting in a large latency. In addition, we cannot see how they
can be applied to provide privacy for map services.

VIII. DISCUSSION

A. Usability of Shifted Routes

Similar to false location based LPPMs [32], [33] discussed in
Section VII, ShiftRoute uses false endpoints/POIs for route
query. Then, a natural question is “Is it possible that the user
does not know the shifted endpoints/POIs, and then cannot use
the shifted route?” First, the original and shifted endpoints are
guaranteed to be close due to our endpoint selection algorithm
(see Section III-B). The tradeoff between usability and privacy
can be adjusted by the user through parameters Th and ε defined
in Section III. In addition, as shown in Fig. 7), our mobile

application will display both the shifted and original endpoints,
as well as the current location of the user on the map. Thus, even
if the selected endpoints are not familiar to the user, she can still
find the route between the shifted and original endpoints easily.

B. Numerical Comparisons With Other LPPMs

In Section VI, we have not provided any numerical compar-
isons between our method and other LPPMs. The reason is as
follows. First, it is not easy (if feasible) to find a common base
to compare ShiftRoute which is designed for map services
(route query) on smartphones with previous LPPMs that are de-
signed for general-purposed applications or k-nearest neighbors
(kNN) search. Second, even for the LPPM that is designed for
map services (i.e., [31]), it uses custom algorithms (not released
till now) to replace the original map services, which directly pre-
vents its integration with production map services like Google
Maps. Since we evaluate ShiftRoute using the public API
provided by a production LBS provider, we think implement-
ing a simple LBS with custom algorithms for comparison may
not lead to valuable results. Thus, we choose only to compare
ShiftRoute with other LPPMs qualitatively with Table I.

IX. CONCLUSION

This paper introduced ShiftRoute, a new LPPM for map
services on smartphones. ShiftRoute enables mobile clients
to query map services for routes, without exposing sensitive
location information. The key idea is to strategically shifting
the endpoints of route queries to nearby POIs. In realizing the
idea, we addressed the challenge of selecting shifted endpoints
with a novel two-stage method, i.e., private POI retrieval and
private endpoint selection, which guarantees the privacy prop-
erty of geo-indistinguishability. We implemented an application
of ShiftRoute on Android, and conducted extensive experi-
ments with real user traces. The results show thatShiftRoute
can effectively preserve location privacy for map service users,
while maintaining service usability at the same time. Our future
work includes applying the current approach to other functions
of map services, e.g., localization, navigation, POI search, etc.
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